Module 7: Input/Output (1/0) Organization

Module Objective: This module is dedicated to providing an exceptionally detailed and
in-depth understanding of how the computer system effectively communicates with the
external world through various input/output devices. It meticulously covers the foundational
concepts of I/O interconnection, elaborating on different I/O control mechanisms—including
the basic program-controlled 1/O (polling), the more efficient interrupt-driven I/O, and the
high-performance Direct Memory Access (DMA)—along with their underlying hardware and
software interactions. Furthermore, it introduces common standardized /O interfaces,
explaining their design principles, operational specifics, and typical applications, to equip the
reader with a holistic and profound grasp of the I/O subsystem's architecture and
functionalities.

7.1 System Organization: Interconnecting I/O with CPU and Memory

The ability of a computer to interact with anything beyond its internal processing and
temporary storage (CPU and RAM) is entirely dependent on its Input/Output (1/0)
subsystem. This critical component acts as the nervous system, translating the electrical
pulses of the computer's core into meaningful interactions with the diverse, often vastly
slower, and physically distinct external world.

e The Role of I/0 in a Computer System: Bridging the Gap Between the Internal Digital
Domain and External Analog/Physical World.
The CPU and main memory operate at incredibly high speeds, manipulating data as
pure digital signals (discrete high/low voltage levels representing 1s and 0s).
However, most external devices operate on different principles: they might use
analog signals (like a microphone), physical movements (like a keyboard key press),
or different digital electrical characteristics (like a USB device). The 1/0O subsystem
performs several crucial bridging functions:

o Signal Translation: It converts signals between the internal digital realm and
the external physical/analog world. For instance, when you type on a
keyboard, a mechanical switch closure is converted into an electrical signal,
then digitized by the keyboard's internal controller. This digital code is then
transmitted to the computer's 1/0 controller, which further processes it into a
format understandable by the CPU. Conversely, when the CPU sends an
image to a monitor, digital pixel data must be converted into appropriate
electrical signals (e.g., voltage levels for red, green, blue phosphors in an
older CRT, or digital data streams for modern LCDs) that the display can
interpret and render visually.

o Voltage and Current Level Adaptation: The voltage and current levels used
by internal CPU and memory components are typically low (e.g., 1.2V to
3.3V). External devices might require different, often higher, voltage levels or
drive different current loads. I/O interfaces include circuitry to adapt these
electrical characteristics safely and reliably.

o Timing Synchronization: The CPU operates synchronously, driven by a very
precise, high-frequency clock. External devices are often asynchronous (e.g.,
a human pressing a key, a disk rotating). The I/O subsystem manages these



timing discrepancies by buffering data, generating appropriate handshake
signals, and allowing the CPU to interact with devices at their pace without
constantly stalling.

o Data Formatting: /O controllers handle the specific data formats of external
devices. A printer expects data in a specific print-ready format, while a
network card formats data into packets. The I/O subsystem ensures that data
is correctly packed and unpacked for these diverse requirements.

o User Interaction: Keyboards, mice, touchscreens, microphones, and
cameras are critical input devices that allow humans to provide commands
and data. Monitors, speakers, and printers are output devices that present
results back to the user. I/O is the foundation of all human-computer
interaction.

o Persistent Storage: Hard disk drives (HDDs), Solid State Drives (SSDs), and
various flash memories provide non-volatile storage, allowing programs and
data to be saved even when the computer is powered off.

o Networking: Network Interface Cards (NICs) enable computers to
communicate with other computers over local networks or the internet,
facilitating data exchange, resource sharing, and distributed computing.

e |/O Devices and Controllers: Dedicated Hardware for Managing 1/O Devices (e.g.,
Disk Controllers, Network Interface Cards).
Directly connecting every single 1/0 device to the CPU's main system bus would be
impractical and inefficient. Each device has unique operational characteristics, data
rates, and control signals. This complexity is managed by 1/O controllers.

o /O Devices (Peripherals): These are the actual physical components that
perform input or output. Examples include:

m Input: Keyboard, mouse, microphone, scanner, webcam, joystick.

m  Output: Monitor, printer, speakers, plotter.

m Storage: Hard Disk Drive (HDD), Solid State Drive (SSD),
CD/DVD/Blu-ray drive, USB flash drive.

m  Communication: Network Interface Card (NIC), modem, Bluetooth
adapter.

o 1/O Controllers (Device Controllers / Host Adapters / Interface Cards): An
I/O controller is a dedicated piece of hardware, often an integrated circuit chip
on the motherboard or a separate expansion card, that acts as an
intermediary between the CPU's system bus and one or more I/O devices. It
essentially provides a standardized interface to the CPU while handling the
unique, low-level complexities of the attached device. A controller often
contains:

m Dedicated Processor/Microcontroller: Many modern controllers
(e.g., SSD controllers, GPU controllers, network controllers) are
sophisticated devices with their own embedded processors and
firmware, allowing them to manage complex tasks autonomously. For
example, an SSD controller manages wear leveling, garbage
collection, and data encryption without CPU intervention.

m Local Buffer Memory (FIFOs): Small, fast memory buffers (often
First-In, First-Out or FIFO) within the controller temporarily hold data
being transferred. This smooths out speed discrepancies between the



O

fast CPU/bus and the slower device, preventing data loss and
optimizing transfer rates.

Control Logic: Circuits to translate CPU commands into
device-specific actions (e.g., "seek to track X" for a hard drive).
Status/Data/Control Registers: Special memory-mapped or isolated
registers that the CPU can read from or write to in order to monitor the
device's state, transfer data, and issue commands.

Error Detection and Correction: Logic to detect and sometimes
correct errors during data transmission or device operation (e.g.,
Cyclic Redundancy Check - CRC for network packets, ECC for
memory access).

Interrupt and DMA Logic: Circuitry to generate interrupt signals to
the CPU and/or to interact with a Direct Memory Access (DMA)
controller for efficient data transfers.

Examples: A Graphics Processing Unit (GPU) is a highly specialized and
complex I/O controller for displays, offloading graphics rendering from the
main CPU. A USB Host Controller manages all communication over the
USB bus, handling device enumeration, power management, and data
transfer for multiple connected USB devices.

I/0O Addressing:

For the CPU to communicate with any I/O controller, it needs a precise way to refer
to its internal registers (status, data, control). This is achieved through I/O
addressing, which has two main approaches:

o

Memory-Mapped 1/O:
m  Concept: In this widely adopted method, the registers of 1/O devices

(Status, Data, Control) are assigned unique addresses that fall within
the same overall address space as the main system memory (RAM).
From the CPU's perspective, reading from or writing to an 1/O register
is identical to reading from or writing to a regular memory location.
How it Works: When the CPU wants to interact with an 1/0O device, it
executes standard memory access instructions (e.g., LOAD, STORE,
MOV in assembly language). It places the address of the desired I/O
register onto the address bus and asserts a memory read/write control
signal. The system's address decoding logic (a set of gates that
interprets addresses) then determines if the address corresponds to a
RAM chip or an I/O controller. If it's an I/O address, the request is
routed to the specific I/O controller, which then acts on the read/write
request to its internal register.

m Advantages:

m Simplicity in Instruction Set: No special I/O instructions are
needed in the CPU's instruction set. The CPU uses its full
range of powerful memory access instructions, including
various addressing modes (e.g., direct, indirect, indexed,
base-relative), to interact with I/O, which can simplify compiler
design and programming.

m Flexibility: Any instruction that can access memory can be
used for I/O operations.



m No Dedicated I/O Bus Control Lines: The same control lines
(e.g., Memory Read, Memory Write) are used for both memory
and 1/O access, simplifying the overall control bus design.

Disadvantages:

m  Memory Address Space Consumption: A portion of the
CPU's available memory address space is permanently
allocated to 1/0 devices. While this is less of an issue with
64-bit systems that have vast address spaces, it was a
concern in older 16-bit or 32-bit architectures.

m Caching Issues and Coherence: CPU caches are designed
to speed up memory access. However, 1/0O device registers
often contain volatile data that can change independently of
the CPU (e.g., a "ready" flag in a status register). If I/O
registers were cached, the CPU might read a stale (outdated)
value from its cache, leading to incorrect behavior. Therefore,
memory-mapped I/O addresses must be explicitly marked as
"uncacheable" or "write-through" by hardware or software to
ensure the CPU always accesses the actual device register,
which adds complexity to cache management.

m Performance Discrepancies: I/O devices typically respond
much slower than RAM. If a CPU attempts to read a
memory-mapped I/O register, it might have to wait for many
clock cycles, inserting "wait states" into its execution pipeline.
While this is sometimes unavoidable, it can potentially tie up
the main memory bus for longer than optimal.

o Isolated I/0 (Port-Mapped 1/O):

Concept: In contrast to memory-mapped I/O, isolated 1/0 assigns 1/0
devices their own, separate address space, distinct from the main
memory address space. The CPU accesses I/O device registers using
special, dedicated I/O instructions.

How it Works: When the CPU wants to communicate with an 1/O
device, it executes specific I/0O instructions (e.g., IN for input, OUT for
output in Intel x86 architectures). These instructions place the I/O port
address onto the address bus and simultaneously assert a special 1/0
Read or I/0 Write control signal on the control bus (distinct from the
Memory Read/Write signals). This dedicated control signal tells the
address decoding logic to route the request to the 1/0 bus and the
appropriate I/O controller, rather than to main memory.

Advantages:

m Separate Address Spaces: The entire main memory address
space is available for RAM, as I/O addresses do not overlap
with memory addresses.

m Clear Distinction: The use of distinct I/O instructions explicitly
differentiates 1/O operations from memory operations, which
can simplify the design of memory management units and
cache controllers, as they know not to cache 1/0O accesses.



m  No Caching Issues: By design, isolated 1/0O accesses are
generally not cached by the CPU, avoiding the coherence
problems faced by memory-mapped I/O.

Disadvantages:

m Requires Special Instructions: The CPU's instruction set
must include dedicated 1/O instructions, which adds complexity
to the instruction decoding logic within the CPU.

m Limited Addressing Modes: Dedicated I/O instructions often
have fewer or simpler addressing modes compared to general
memory access instructions (e.g., only direct addressing to a
port address), which can make I/O programming less flexible in
some cases.

m Dedicated I/O Control Lines: Requires additional control lines
on the bus (e.g., /O Read, 1/0 Write) to distinguish 1/O
requests from memory requests.

Examples: Intel x86 processors famously use isolated 1/O with their
IN and OUT instructions for legacy devices like keyboards (ports 0x60,
0x64) and parallel ports. Many other architectures, especially RISC
designs, lean heavily on memory-mapped I/O due to its simplicity.
Modern systems often combine both approaches, with
high-performance devices (like GPUs, SSDs) often using
memory-mapped I/O for speed, while legacy devices might retain
isolated 1/O.

I/O Bus: Dedicated Bus for I/O Devices, Separate from CPU-Memory Bus (or
Shared).
A "bus" is a collection of parallel electrical conductors (wires) used to transmit data,
addresses, and control signals between components in a computer system. Due to
differing speed requirements, electrical characteristics, and component types,
computers often employ multiple buses.

System Bus (CPU-Memory Bus / Front-Side Bus - FSB / Host Bus): This
is the primary, high-speed pathway directly connecting the CPU to its main
memory (RAM) and often to a core chipset component (e.g., Northbridge). It
is optimized for maximum bandwidth and lowest latency for CPU-memory
interactions, which are the most frequent and performance-critical operations.
I/0 Bus (Peripheral Bus / Expansion Bus / Back-Side Bus): This bus is
designed to connect the CPU and memory to various slower or diverse /O
devices via their controllers. It can be implemented in a few ways:

o

Dedicated/Separate I/0 Bus: In some older architectures, a
completely separate bus was dedicated solely to I/O operations. This
design aimed to prevent I/O traffic from contending with high-speed
CPU-memory traffic, potentially offering better performance if /0O
operations were frequent. However, it requires complex "bridge"
circuitry to translate signals between the two distinct buses.

Shared Bus with Bridge: This is the more common and efficient
approach in modern systems. The I/O bus is connected to the main
system bus (or directly to the CPU/chipset) via a bus bridge (e.g., the
Southbridge in older chipsets, or integrated into the CPU's Platform
Controller Hub - PCH in modern Intel designs).



m Bus Bridge Function: The bridge acts as a translator and
traffic controller. It handles:

m Protocol Conversion: Translating bus cycles and
commands from the high-speed CPU/memory bus
format to the 1/O bus format, and vice versa.

m Buffering: Temporarily storing data to accommodate
speed differences between the buses.

m Address Translation: Routing memory-mapped I/O
requests to the correct I/0 controller, or translating 1/O
port addresses.

m Bus Arbitration: Managing access to the shared bus,
especially when multiple 1/0 devices or the CPU want
to use it simultaneously. This involves granting "bus
mastership" to a component that needs to initiate a
transfer (like a DMA controller or a high-speed
peripheral).

m  Role of /O Bus:

m Standardized Connectivity: Provides a uniform physical and
logical interface for a wide range of I/O devices (e.g.,
expansion slots for graphics cards, network cards, storage
controllers).

m Scalability and Expandability: Allows manufacturers to
design various peripheral cards that can plug into standard
slots, making it easy for users to upgrade or customize their
systems.

m Power Distribution: Often provides electrical power to the
connected peripheral devices.

m Interrupt and DMA Routing: Facilitates the routing of interrupt
requests from devices to the CPU's interrupt controller and
supports DMA transfers between 1/0O devices and memory.

m  Examples: Popular I/O buses have evolved significantly. Examples
include:

m Legacy: ISA (Industry Standard Architecture), EISA, VESA
Local Bus (VLB).

m  Dominant Modern: PCI (Peripheral Component Interconnect),
and its serial successor, PCle (PCI Express), which is now the
primary high-speed internal I/O bus. USB, SATA, and Ethernet
are specialized I/O interfaces that often connect to the system
via the core 1/O bus architecture.

7.2 Input - Output Systems and Program-Controlled I/O

Having understood how /O devices are addressed and connected, we now delve into the
simplest and most direct method by which the CPU manages input and output operations:



program-controlled I/O, often synonymous with "polling." This method directly involves the
CPU in every single step of data transfer.

I/0 Ports: Hardware Connections for /O Devices.

As established, "I/O port" is a logical address that designates a specific register
within an 1/0O controller. These aren't necessarily physical connectors, but rather the
CPU's addressable interface to the controller's internal workings.

o

Logical Addresses: Each I/O controller (e.g., a keyboard controller, a serial
port controller, a printer controller) is assigned a unique range of port
addresses (for isolated 1/0) or memory-mapped addresses (for
memory-mapped I/O). For instance, in x86 systems, the keyboard's data port
is typically at address 0x60, and its status port is at 0x64.

CPU's Window: By executing an IN instruction (for isolated 1/0) with 0x60 as
the port address, the CPU can read a character from the keyboard's data
register. An OUT instruction to 0x64 might send a command to the keyboard
controller. These ports are the precise access points for the CPU to
manipulate and communicate with the peripheral.

Configuration: These addresses are either hardwired into the system
design, configured via physical jumpers on older expansion cards, or
dynamically assigned by the operating system using "Plug and Play" (PnP)
mechanisms during boot-up.

Registers for /O Devices:

Every 1/O controller, regardless of the I/O addressing scheme, typically exposes a set
of dedicated internal registers that the CPU can read from and write to. These
registers are the direct interface through which the CPU controls and exchanges data
with the attached peripheral.

o

Status Register:

m Purpose: This register (or a specific bit field within it) provides
real-time information about the current state of the 1/0 device and its
controller. The CPU's software frequently checks this register to
determine if an operation is complete, if new data is available, or if an
error has occurred.

m Typical Bits/Flags:

m BUSY /READY: A common bit indicating whether the device is
currently performing an operation (e.g., printing a character,
rotating a disk sector) or if it's idle and ready to accept a new
command or data.

m BUFFER_EMPTY / TRANSMIT_BUFFER_EMPTY (TBE): For
output devices (like a serial port or printer), this bit is set when
the controller's internal data buffer is empty and it's ready to
receive more data from the CPU.

m BUFFER_FULL /RECEIVE_BUFFER_FULL (RBF): For input
devices (like a keyboard or network card), this bit is set when
the controller has received new data from the peripheral and
its internal buffer contains data ready to be read by the CPU.

m ERROR: Set if any error condition arises during an operation
(e.g., paper jam, disk read error, network transmission error,
parity error on serial line).



INTERRUPT_PENDING: Indicates that the device has
generated an interrupt request, but the CPU hasn't yet
serviced it.

POWER_ ON_STATUS: Indicates if the device is powered on
and initialized.

m CPU Interaction: The CPU reads the status register, often masks out
specific bits, and performs conditional branches based on their values.
For example, IF (StatusRegister & BUFFER_EMPTY_BIT) == 0 THEN
GOTO PollLoop.

o Data Register:

m Purpose: This is the primary channel for the actual transfer of data
between the CPU and the I/O device. It acts as a temporary holding
area for data in transit.

m Directionality:

For Input Devices: When the peripheral (e.g., a keyboard)
has new data (e.g., a key code), it places that data into its
controller's data register. The BUFFER_FULL bit in the status
register is then set. The CPU then reads from this data
register, and typically, reading the data automatically clears the
BUFFER_FULL bit, signaling to the controller that it can place
new data.

For Output Devices: When the CPU wants to send data (e.g.,
a character) to the peripheral (e.g., a printer), it writes the data
into the controller's data register. The controller then takes this
data and sends it to the device. Writing to the data register
typically sets the BUSY flag and clears BUFFER_EMPTY.

m Buffering (FIFO): For higher throughput, data registers are often
backed by small First-In, First-Out (FIFO) buffers within the controller.
This allows the CPU to write multiple data words rapidly without
waiting for the device to consume each one individually, or for the
device to supply multiple data words that the CPU can read in a burst.

o Control Register:

m Purpose: The CPU writes commands and configuration settings to
this register to control the operating mode and initiate actions of the
I/O device.

m Typical Commands/Settings:

START_OPERATION: Initiate a specific device function (e.g.,
begin a disk read, start printing a page, transmit a network
packet).

RESET: Reinitialize the device to a known default state.
ENABLE_INTERRUPTS / DISABLE_INTERRUPTS: Control
whether the device is permitted to generate interrupt signals to
the CPU.

SELECT_MODE: Configure device-specific parameters (e.g.,
setting the baud rate for a serial port, choosing print quality for
a printer, enabling/disabling parity checking).
SEEK_COMMAND: For disk drives, specifying the
track/cylinder to move the read/write head to.



CPU Interaction: The CPU writes specific bit patterns or values to the
control register to issue commands.

Program-Controlled 1/O (Polling):

This is the most straightforward, but often least efficient, method for the CPU to
manage 1/O operations. It relies on the CPU actively and continuously checking the
status of the 1/0 device.

Concept: CPU Continuously Checks the Status Register of an 1/0 Device to
See if it's Ready for Data Transfer.

In program-controlled 1/O, after the CPU initiates an I/O operation, it enters a
tight loop where it repeatedly (and exclusively) reads the device's status
register. It "polls" the device by repeatedly asking "Are you ready yet?" or "Is
the data here yet?" The CPU remains stuck in this loop, unable to perform
any other useful work, until the status register indicates that the I/O operation
is complete or the device is ready for the next step. This continuous checking
is known as "busy-waiting" or "spinning."

Detailed Steps (Example: CPU sending a character stream to a printer
via polling):

o

o

CPU Initialization: The CPU (running a device driver or part of the
OS) first configures the printer controller by writing specific values to
its Control Register. This might include setting print mode, enabling
the printer, and ensuring interrupts are disabled (as we are polling).
Character Loop: For each character the CPU wants to send to the
printer:

a. Polling Loop (Wait for Printer Ready): The CPU enters a loop:

* READ StatusRegister (e.g., from 1/O port 0x378 for a parallel port).
* CHECK bit_X_ (e.g., Transmitter_Buffer_Empty or Printer_Ready
bit) in StatusRegister.

* |IF bit_X_ IS NOT SET (i.e., printer is busy or buffer is full) THEN
GOTO READ StatusRegister (loop back).

* ELSE (bit_X_ IS SET, printer is ready) THEN CONTINUE (exit
polling loop).

b. Write Data: Once the printer is ready, the CPU writes the current
character's ASCII value to the printer controller's Data Register (e.g.,
I/0 port 0x37A). This action causes the printer controller to begin
processing the character and typically sets its BUSY flag and clears
BUFFER_EMPTY in the Status Register.

c. Next Character: The CPU then moves to the next character in the
stream and repeats the polling loop.

End of Stream: After all characters have been sent, the CPU might
issue a final command to the Control Register (e.g., "form feed" to
eject the page).

Advantages:

Extremely Simple Implementation: The hardware required in the I/O
controller is minimal (just the registers). The software logic is a
straightforward read-check-loop construct. This makes it suitable for
very simple embedded microcontrollers with limited resources, or very
basic single-tasking systems where the CPU has virtually no other
responsibilities.



m Predictable Timing (in dedicated systems): In highly specialized,
single-purpose real-time systems where the CPU is solely dedicated
to one task, polling can offer predictable and deterministic response
times, as the CPU is constantly focused on the device.

o Disadvantages:

m  CPU Wastes Time Busy-Waiting (Gross Inefficiency): This is the
most critical drawback. During the polling loop, the CPU is entirely
occupied with reading and checking the status register, consuming
precious CPU cycles. It cannot perform any other computations,
execute other programs, or respond to other events (even high-priority
ones). This translates to a massive waste of processing power. For a
slow device like a printer, the CPU could be idle for millions of clock
cycles per character. This can also lead to increased power
consumption and heat generation due to the CPU constantly running
at full speed without doing useful work.

m Severely Reduces System Throughput and Responsiveness: In
any multi-tasking operating system (like Windows, Linux, macOS),
polling by one program or driver would effectively halt or severely
degrade the performance of all other programs. The entire system
would become sluggish and unresponsive, as the CPU is tied up
waiting for a single 1/0 operation.

m Scalability Issues: Adding more I/O devices that require polling
would rapidly degrade system performance to an unacceptable level,
as the CPU would have to spend increasing amounts of time cycling
through status registers of multiple devices.

7.3 Interrupts

To circumvent the fundamental inefficiency of program-controlled I/O (polling), modern
computer systems employ interrupts. Interrupts provide an asynchronous, event-driven
mechanism where I/O devices signal the CPU only when they require attention, allowing the
CPU to perform other valuable work in the interim.

Motivation: Overcoming the Inefficiency of Polling, Allowing CPU to Do Useful Work
While Waiting for 1/0.

The core problem with polling is that the CPU is forced to actively and continuously
wait for slow 1/O devices. This "busy-waiting" is intolerable for any general-purpose
computer that needs to run multiple programs concurrently or maintain
responsiveness to user input. The motivation for interrupts is to flip the paradigm:
instead of the CPU constantly asking "Are you ready?", the 1/0O device will notify the
CPU by sending a signal only when it becomes ready or when a significant event
occurs. This allows the CPU to execute other instructions and switch contexts only
when necessary, vastly improving overall system utilization and responsiveness.
Concept: An I/O Device or Other Event Generates a Signal to the CPU, Causing It to
Temporarily Suspend Its Current Execution and Handle the Event.

An interrupt is a hardware-generated signal (or a software-generated event) that
causes the CPU to:



Suspend: Temporarily halt the execution of its current program or task.
Save Context: Automatically save the essential state (or "context") of the
interrupted program. This includes the exact point of interruption (Program
Counter), the contents of critical registers, and the status of various flags.
Redirect: Immediately jump to a special, predefined section of code (the
"Interrupt Service Routine") specifically designed to handle the event that
caused the interrupt.

Restore: After the interrupt service routine completes its task, the CPU
restores the saved context and resumes the original interrupted program
exactly from where it left off, as if nothing significant had happened beyond a
slight delay.

Asynchronous and Event-Driven: Interrupts are fundamentally
asynchronous; they can occur at any unpredictable moment, independent of
the current instruction being executed by the CPU. They are "event-driven”
because they are triggered by a specific event (e.g., a key press, a disk
operation completion), not by the CPU's continuous checking.

Interrupt Handling Mechanism: The Choreographed Sequence of Hardware and
Software Actions.

The process of handling an interrupt is a sophisticated interplay between hardware
(the I/O device, its controller, the interrupt controller, and the CPU) and software (the
operating system's kernel, specifically the device driver and the interrupt dispatcher).

o

o

O

Interrupt Request (IRQ) Generation (Device to Controller): When an I/O
device finishes an operation, has data ready, or encounters an error (e.g.,
keyboard key press), its I/O controller asserts (sets to a high voltage level) a
dedicated Interrupt Request (IRQ) line. These lines are typically connected
to a Programmable Interrupt Controller (PIC) or, in modern systems, an
Advanced Programmable Interrupt Controller (APIC), which is either a
separate chip or integrated into the CPU's chipset (or even directly into the
CPU itself).

Interrupt Controller Arbitration (PIC/APIC): The PIC/APIC continuously
monitors multiple IRQ lines from various devices. If multiple devices assert
their IRQ lines simultaneously, the PIC/APIC arbitrates based on predefined
priority levels. It then selects the highest-priority pending interrupt and signals
the CPU via the CPU's main Interrupt Request (INTR) pin.

CPU Detects and Acknowledges Interrupt:

m  The CPU constantly checks its INTR pin. If it detects an active signal
and its internal Interrupt Flag (IF) in the CPU's Status Register is set
(meaning interrupts are generally enabled/unmasked), the CPU
acknowledges the interrupt.

m The CPU then asserts an Interrupt Acknowledge (INTA) signal back
to the PIC/APIC. This INTA signal is often a series of bus cycles.

m Inresponse to INTA, the PIC/APIC places an interrupt vector (a
unique ID number, typically 0-255 in x86 systems) onto the data bus.
This vector identifies the specific interrupt source (e.g., keyboard
interrupt might be vector 9, timer interrupt vector 8).

Saving CPU State (Hardware Context Switch): This is a critical automatic
hardware step. Before jumping to the interrupt handler, the CPU must save
enough of its current execution context to allow the interrupted program to



resume flawlessly later. The hardware typically performs these actions
automatically:

Disable Interrupts: The CPU first clears its own IF (Interrupt Flag) in
the Status Register, effectively disabling further maskable interrupts.
This prevents a new interrupt from disrupting the crucial
context-saving process.

Push PC (Instruction Pointer): The address of the next instruction
that would have been executed in the interrupted program is pushed
onto the system stack.

Push Flags (Processor Status Word): The entire contents of the
CPU's Status Register (containing flags like Zero, Carry, Interrupt
Enable, etc.) are pushed onto the stack.

Push Code Segment (if applicable): In segmented architectures, the
current code segment register value is also pushed.

(Software Saving): Once the hardware-managed saving is complete,
the initial part of the Interrupt Service Routine (ISR) itself (the
"prologue") usually saves the contents of all other general-purpose
CPU registers (e.g., AX, BX, CX, DX, or R0-R31) onto the stack. This
is done in software because the hardware doesn't know which
registers the ISR might modify.

o Interrupt Service Routine (ISR) / Interrupt Handler Execution:

The CPU then uses the interrupt vector (received from the PIC/APIC
in step 3) as an index into a predefined Interrupt Vector Table (IVT),
which is an array of memory addresses (pointers) located in a specific
area of memory (often low memory). Each entry in the IVT points to
the starting address of the corresponding ISR for a particular interrupt
type.

The CPU loads the address from the IVT into its Program Counter and
begins executing the ISR.

ISR's Task: The ISR is a specialized piece of operating system kernel
code (part of a device driver) designed to:

m Determine the exact cause of the interrupt (if multiple
sub-sources exist).

m Interact with the I/O device controller to clear the interrupt
condition (e.g., read data from the data register, clear a status
flag). Failure to do this will result in the interrupt being
immediately re-triggered after the ISR returns.

m Perform the necessary data transfer (e.g., move keyboard data
from controller's buffer to a system buffer).

m Handle any errors.

m Signal the End-of-Interrupt (EOI) to the PIC/APIC to inform it
that the interrupt has been serviced and the PIC can now allow
lower-priority interrupts or re-enable the handled IRQ line.

m Possibly wake up a waiting process that requested the 1/0.

o Restoring CPU State (Hardware Context Restore): After the ISR completes
its specific task, it executes a special Interrupt Return (IRET) instruction (or
RETI). This instruction tells the CPU to:



Pop the saved general-purpose registers from the stack (the
"epilogue” of the ISR).

Pop the saved Status Register (Flags) from the stack.

Pop the saved Program Counter (and Code Segment) from the stack.
Re-enable interrupts by setting the IF flag.

Resume execution of the original interrupted program exactly from the
point where it was interrupted. The application program remains
largely unaware of the interruption, perceiving only a momentary
pause.

e Types of Interrupts:
Interrupts are broadly classified based on their origin and behavior:
o Hardware Interrupts (External Interrupts):

Source: Originate from external 1/0 devices or other hardware
components, completely asynchronous to the CPU's current program
execution. They are signals on physical wires.

Examples:

m Keyboard/Mouse: A key press or mouse movement triggers
an interrupt.

m Disk Drive: Signals completion of a read/write operation, or an
error.

m Network Interface Card (NIC): Indicates arrival of a network
packet.

m Timer: A programmable timer chip generates an interrupt at
regular intervals, crucial for operating system time-slicing and
scheduling.

m  Power Supply: A warning signal indicating imminent power
failure (often a Non-Maskable Interrupt).

m USB Device: A new USB device has been plugged in or data
is ready.

m Reset: A dedicated hardware line that forces the CPU to
reinitialize.

o Software Interrupts (Internal Interrupts / Traps / Exceptions):

Source: Generated by the execution of a program instruction itself, or
by an internal CPU event during instruction execution. They are
synchronous, meaning they occur predictably at specific points in the
instruction stream.

Traps (Intentional):

m Concept: These are explicitly generated by a program using a
special instruction (e.g., INT n in x86, SYSCALL in
MIPS/ARM). They are intentional calls to the operating system
kernel.

m Purpose: User programs cannot directly access privileged
hardware resources (like 1/0 ports, memory management
units). They use traps to request services from the operating
system kernel (e.g., opening a file, reading from the keyboard,
allocating memory, creating a process). The trap causes a
switch from user mode to privileged kernel mode.

Exceptions (Unintentional):



m Concept: These are synchronous events caused by an
abnormal or erroneous condition that arises during the
execution of a CPU instruction. They signal a problem that the
CPU itself detected.

m Examples:

m Divide-by-Zero: An attempt to divide a number by zero.

m Invalid Opcode: The CPU tries to execute a binary
pattern that doesn't correspond to a valid instruction.

m Page Fault: A program tries to access a memory
address that is currently not in physical RAM but is
swapped out to disk, or an address that is not mapped
in the memory management unit. The OS must then
load the page from disk.

m Protection Violation: A program attempts to access a
memory area it doesn't have permission for, or tries to
execute a privileged instruction while in user mode.

m Bus Error: The CPU attempts to access a non-existent
or faulty memory/I/O address.

m Handling: The CPU detects the exception, automatically
saves context (similar to hardware interrupts), and jumps to a
specific exception handler routine (part of the OS kernel) to
diagnose and potentially recover from the error (e.g., terminate
the offending program, or load a missing memory page).

e Vectored vs. Non-Vectored Interrupts: This distinction describes how the CPU
identifies the source of an interrupt and finds the correct Interrupt Service Routine

(ISR).

o

o

Vectored Interrupts:

Mechanism: When an |/O device or the interrupt controller
(PIC/APIC) asserts an interrupt, it simultaneously provides the CPU
with a unique numerical identifier, often called an interrupt vector or
interrupt number.

ISR Dispatch: The CPU uses this interrupt vector directly as an index
into a predefined Interrupt Vector Table (IVT), which is an array of
memory addresses (or pointers to ISRs) stored in a specific location in
main memory (often at the very beginning of memory, e.g., starting at
address 0x00000). Each entry in the IVT corresponds to a specific
interrupt vector and contains the starting memory address of the ISR
for that particular device or interrupt type. The CPU loads this address
into its Program Counter and immediately jumps to the corresponding
ISR.

Advantages: This method provides very fast and efficient dispatch to
the correct ISR because the CPU instantly knows which routine to
execute based on the vector ID. No further software polling is required
to identify the source.

Example: In x86, the keyboard might provide vector 9, the timer
vector 8. The CPU reads this vector from the data bus during the INTA
cycle and looks up IVT[9] or IVT[8].

Non-Vectored Interrupts:



Mechanism: In this less common method (or in simpler systems), the
interrupting device merely asserts a generic interrupt request line to
the CPU. It does not provide a unique identifier.

ISR Dispatch: After the CPU detects the generic interrupt, the
operating system's generic interrupt handler (the first ISR it jumps to)
must then poll all potential 1/0O devices or interrupt controllers to
determine which one actually generated the interrupt. This involves
reading status registers of each possible device one by one until the
active one is identified. Once the source is found, the system then
jumps to the specific ISR for that identified device.

Disadvantages: Significantly slower interrupt response and dispatch
time compared to vectored interrupts, as it reintroduces the
inefficiency of polling, albeit at the start of the interrupt handling
process rather than for data transfer. It also increases the complexity
of the generic interrupt handler.

Interrupt Priority: Handling Multiple Concurrent Interrupts Based on Priority Levels.
In a real-world computer system, multiple 1/0O devices can generate interrupts
simultaneously, or a new, higher-priority interrupt might occur while the CPU is
already servicing a lower-priority interrupt. Interrupt priority mechanisms ensure that
critical events are handled promptly and that order is maintained.

o Assignment of Priorities: Each potential interrupt source (e.g., power
failure, disk drive, network card, keyboard) is assigned a specific priority level.
Critical events are given higher priorities.

o Hardware Prioritization (Programmable Interrupt Controller - PIC/APIC):
Modern systems use hardware (the PIC or APIC) to manage interrupt
priorities.

The PIC/APIC has internal registers that store the priority level of each
connected IRQ line.

If multiple IRQ lines are asserted at the same time, the PIC/APIC will
only forward the highest-priority pending interrupt to the CPU.
Lower-priority interrupts are held in a pending state until higher-priority
ones are serviced.

The PIC/APIC can also be programmed by the OS to temporarily
mask (ignore) certain lower-priority IRQs, even if they are active, while
the CPU is busy with a higher-priority task.

o Software Priority Management (Nested Interrupts):

Once an ISR for a particular interrupt starts executing, the CPU's
Interrupt Flag (IF) is typically cleared by hardware (masking further
maskable interrupts) to prevent disruption during context saving.
However, if a higher-priority interrupt arrives, the ISR for the currently
running lower-priority interrupt can re-enable interrupts (set IF) within
its own code. This allows the CPU to accept and service the new,
higher-priority interrupt, effectively nesting the interrupt handlers. The
higher-priority ISR runs to completion, then returns, allowing the
lower-priority ISR to resume, and finally, the original interrupted
program. This ensures that the most critical events are always
processed first.



e Maskable vs. Non-Maskable Interrupts (NMI):
This classification determines whether the CPU can programmatically ignore or delay
an interrupt.
o Maskable Interrupts (IRQ - Interrupt Request):

m Control: Most interrupts generated by I/O devices are maskable. This
means the CPU (via software, by clearing its IF flag in the Status
Register or by programming the PIC/APIC's mask registers) can
temporarily disable or "mask" these interrupts.

m Purpose: Masking is essential for critical code sections where an
interrupt would be highly disruptive or lead to data corruption.
Examples include:

m During the CPU's context-saving process at the start of an ISR.

m  When updating shared data structures that must not be
inconsistent.

m During atomic operations (operations that must complete
without interruption).

m Behavior: If a maskable interrupt occurs while masked, the interrupt
remains pending until interrupts are re-enabled, at which point it will
be processed.

o Non-Maskable Interrupts (NMl):

m Control: NMls are special, very high-priority interrupts that cannot be
disabled or ignored by software (the CPU's IF flag has no effect on
them). They have a dedicated NMI input pin on the CPU.

m Purpose: NMls are reserved for truly critical hardware failures or
catastrophic system events that demand immediate attention,
regardless of what the CPU is currently doing. The system must
respond to an NMI to prevent data loss or further hardware damage.

m Examples:

m  Memory Parity Error: Detection of an uncorrectable error in
RAM.

m Bus Error: A critical failure in bus communication.

m Fan Failure / Overheating Warning: From a hardware
monitoring chip.

m  Power Supply Failure (Impending): A signal from the power
supply indicating that power is about to drop, allowing the
system to perform a controlled shutdown or save critical state
before losing power.

m Behavior: An NMI will always interrupt the current CPU operation and
force the execution of its dedicated NMI handler, typically at a fixed,
highest-priority interrupt vector address.

7.4 Direct Memory Access (DMA)

While interrupts free the CPU from busy-waiting, the CPU is still directly involved in moving
each word or byte of data between the I/O device and memory. For applications requiring the
transfer of large blocks of data at high speeds (e.g., reading a video file from a hard drive,



transferring an image to a graphics card's frame buffer, receiving large network packets), this
CPU involvement (even with interrupts and context switching) creates significant overhead.
Direct Memory Access (DMA) is the solution to this challenge.

Motivation: Overcoming the CPU Overhead of Program-Controlled 1/0 and Interrupts
for Large Data Transfers.
Even with interrupt-driven 1/0O, the CPU is still the central point of every data transfer.
For example, to read a 1MB file from a hard drive into memory:
o The disk controller would interrupt the CPU.
o The CPU would save its context, jump to the ISR.
o The ISR would read one sector (e.g., 512 bytes) from the disk controller's
buffer into memory.
o The CPU would restore its context and resume the interrupted task.
This process repeats for every sector. Each context switch and each
word-by-word transfer, although faster than polling, still consumes CPU
cycles and introduces latency. For very high-bandwidth devices, this CPU
involvement becomes a bottleneck. DMA aims to eliminate the CPU as an
intermediary for the actual data movement, allowing transfers to happen in
parallel with CPU computation.
Concept: A Dedicated Hardware Controller (DMA Controller - DMAC) Directly
Transfers Data Between 1/O Devices and Main Memory Without Continuous CPU
Intervention.
DMA introduces a specialized hardware component called a DMA Controller
(DMAC). The DMAC is a dedicated, intelligent chip (or a module integrated within the
chipset or even the 1/0O device controller itself) whose sole purpose is to manage
high-speed block data transfers between 1/0O devices and main memory. It acts as a
bus master, meaning it can take control of the system buses (address, data, and
control) and directly perform memory read/write cycles without involving the CPU for
each individual data transfer. The CPU's role is reduced to simply initiating the
transfer and being notified when it's complete.
DMA Operation: A Step-by-Step Walkthrough of the Transfer Process.
The entire DMA operation is a carefully orchestrated sequence:
o CPU Programs the DMAC (Setup Phase):

m The CPU, running part of the operating system's device driver,
communicates with the DMAC by writing to its specific 1/O port or
memory-mapped registers.

m The CPU provides the DMAC with all the necessary parameters for
the upcoming transfer:

m Source Address: The starting memory address (if memory is
the source) or the 1/O device's register address (if the device is
the source).

m Destination Address: The starting memory address (if
memory is the destination) or the 1/0 device's register address
(if the device is the destination).

m Transfer Count: The total number of bytes or words to be
transferred.



m Direction: Whether the transfer is from memory to device
(e.g., writing to a printer) or from device to memory (e.g.,
reading from a disk).

m Transfer Mode: (Burst, Cycle Stealing, or Transparent —
chosen based on device and system requirements).

m Finally, the CPU issues a "start transfer" command to the DMAC's
control register, initiating the operation.

o DMAC Requests Bus Control (Bus Arbitration):

m After being programmed, the DMAC needs access to the system bus
(address, data, and control lines) to perform the transfer.

m The DMAC asserts a Bus Request signal (often a HOLD line in older
architectures, or a specific request signal in modern PCle).

m  The CPU, upon receiving this request, finishes its current bus cycle
(e.g., reading an instruction from cache, or completing a memory
access), then puts its own address, data, and control lines into a
high-impedance (tri-state) state, effectively releasing control of the
bus.

m The CPU then asserts a Bus Grant signal (e.g., HLDA - Hold
Acknowledge) back to the DMAC, confirming that the DMAC now has
control of the bus. At this point, the DMAC becomes the bus master.

o DMAC Performs Data Transfer (Autonomous Phase):

m  Now as the bus master, the DMAC directly orchestrates the data
movement:

m It places the current source address onto the address bus.

m It asserts the appropriate control signal (e.g., Memory Read or
I/O Read).

m Data is then placed onto the data bus by the source (memory
or device).

m The DMAC then places the current destination address onto
the address bus.

m It asserts the appropriate control signal (e.g., Memory Write or
I/O Write).

m Data from the data bus is latched by the destination (memory
or device).

m After each word/byte transfer, the DMAC automatically
increments its internal source and destination address pointers
and decrements its transfer count.

m This direct, word-by-word (or burst-by-burst) transfer continues without
any CPU involvement, consuming only bus cycles. The CPU is free to
execute instructions that do not require bus access (e.g., internal ALU
operations, cache hits).

o DMAC Interrupts CPU (Completion/Error Notification):

m  Once the entire specified data block has been transferred (the transfer
count reaches zero) or if an error occurs during the transfer, the
DMAC de-asserts its Bus Request line and generates an Interrupt
Request (IRQ) to the CPU.

m  The CPU (via its interrupt handler) acknowledges this interrupt. The
ISR then checks the DMAC's status registers to confirm the successful



completion of the transfer, retrieve any final status information, or
diagnose the error. The OS then typically notifies the requesting
application.

e DMA Transfer Modes: The efficiency of DMA can be further optimized by controlling
how the DMAC acquires and utilizes the system bus.
o Burst Mode (Block Transfer Mode):

Mechanism: In this mode, once the DMAC gains control of the bus, it
retains control for the entire duration of the data block transfer. It
performs multiple successive data transfers (a "burst") without
releasing the bus in between.

CPU Impact: The CPU is completely stalled (halted from accessing
memory or any bus-connected resources) for the entire time the
DMAC is performing the burst transfer. The CPU's effective
processing is paused.

Advantages: Achieves the absolute highest possible data transfer
rates because there is no overhead of repeatedly requesting and
releasing the bus for each word.

Disadvantages: Can lead to significant CPU latency and
unresponsiveness for the duration of the burst, potentially impacting
real-time applications or user experience if the bursts are long.

Use Case: Ideal for very high-speed I/O devices that require
continuous, uninterrupted data streams, such as fast hard disk drives
performing large file copies, graphics cards accessing large texture
data, or network interfaces handling high-bandwidth network traffic.

o Cycle Stealing Mode:

Mechanism: The DMAC transfers only one word (or a very small
burst of words) of data at a time. After transferring a single word, it
releases the bus back to the CPU for a short period, then requests it
again for the next word. It "steals" individual bus cycles from the CPU.
CPU Impact: The CPU experiences brief, intermittent pauses (delays
of a few clock cycles) as the DMAC "steals" a cycle. The CPU is not
completely halted for long periods, but its overall execution speed is
slightly reduced.

Advantages: Offers a good balance between CPU utilization and I/O
transfer speed. It avoids the prolonged CPU stalls of burst mode while
still providing better throughput than CPU-mediated transfers.
Disadvantages: Slightly lower maximum transfer rate than burst
mode due to the overhead of repeated bus arbitration (requesting and
releasing the bus).

Use Case: Common for medium-speed I/O devices where constant,
ultra-high bandwidth isn't critical, but minimal CPU disruption is
desired (e.g., some floppy disk controllers, older network cards).

o Transparent Mode (Hidden Mode):

Mechanism: The DMAC transfers data only during periods when the
CPU is not actively using the system bus. This typically occurs when
the CPU is performing internal operations (e.g., executing instructions
from its internal cache, performing ALU calculations, or fetching the
next instruction when the previous instruction is still in the execution



pipeline and does not require a memory access). The DMAC
effectively monitors the bus and "slips in" its data transfers during
these idle bus cycles.

m CPU Impact: No noticeable impact on CPU performance, as the CPU
never has to wait for the DMAC. The transfers are "transparent" to the
CPU's primary operations.

m Advantages: Maximizes CPU utilization and maintains system
responsiveness.

m Disadvantages: Results in the slowest overall data transfer rate
among the DMA modes because the DMAC has to wait for
opportunistic moments, rather than actively seizing the bus.

m Use Case: Suitable for low-priority, non-time-critical background data
transfers where minimizing CPU disruption is the absolute highest
priority.

Advantages of DMA:

o

Significantly Improves System Throughput: By offloading the arduous task
of data movement from the CPU, DMA frees the CPU to execute more
instructions and perform other computations. This leads to a much higher
overall rate of useful work completed by the entire system, as CPU and 1/O
can happen concurrently.

Drastically Reduces CPU Load: The CPU is no longer burdened with
handling each word or byte of data transfer, dramatically cutting down on the
number of interrupts it has to service and the context switches it needs to
perform. This significantly lowers the CPU utilization dedicated to I/O
management.

Higher 1/0 Bandwidth: DMA allows data to flow directly between high-speed
I/O devices and main memory at speeds approaching that of the memory bus
itself, often much faster than what the CPU could achieve by mediating each
transfer.

Reduced Cache Pollution: In some DMA implementations (scatter-gather
DMA), data can be transferred directly to/from specific memory regions
without necessarily passing through CPU caches. This can prevent "cache
pollution," where large 1/0 data blocks unnecessarily displace useful data
from the CPU's cache.

Essential for Modern Systems: DMA is an indispensable technology for
modern operating systems and high-performance peripherals (e.g., SSDs,
high-end graphics cards, Gigabit Ethernet adapters), enabling the high data
transfer rates required for multimedia, large file operations, and networking.

7.5 Standard I/O Interfaces

The immense diversity of peripheral devices necessitates standardized ways for them to
physically connect to, electrically communicate with, and logically interact with the computer
system. 1/O interface standards define the intricate rules that ensure plug-and-play
functionality and broad interoperability. Each standard specifies mechanical aspects
(connectors, cable types), electrical characteristics (voltage levels, signal timing), and
communication protocols (the sequence and format of data and commands).



Introduction to 1/0 Standards: Common Interfaces for Connecting Peripherals.
Without common I/O standards, every peripheral device would require a unique,
custom interface designed specifically for a particular computer model. This would
lead to enormous design complexity for computer manufacturers, exorbitant costs for
peripherals, and a complete lack of interchangeability, severely limiting user choice
and innovation. 1/0O standards address this by creating a common set of rules for
connectivity, allowing different manufacturers to create compatible hardware that can
easily "talk" to each other. These standards typically define:

o Physical Layer: Connector types, pin assignments, cable specifications,
maximum cable lengths.

o Electrical Layer: Voltage levels, current ratings, impedance matching, signal
integrity requirements.

o Data Link Layer / Protocol Layer: Rules for data encoding, framing (how
bits are grouped into packets/frames), error detection, flow control, and
handshaking sequences between devices.

o Application Layer (sometimes): Higher-level specifications for how certain
device types (e.g., mass storage, human interface devices) should behave.
These layered definitions allow a cohesive ecosystem where a vast array of
peripherals can be connected and utilized with minimal effort.

Serial Interfaces:

In serial communication, data bits are transmitted one after another, sequentially,
over a single wire or a pair of wires (one for transmit, one for receive). This method
generally requires fewer wires, is less prone to timing skew issues over longer
distances, and has become the dominant choice for modern high-speed interfaces
due to advancements in signal processing and encoding.

o UART (Universal Asynchronous Receiver/Transmitter) / RS-232:

1. Concept: A basic, asynchronous serial communication standard.
"Asynchronous" means there is no shared clock signal transmitted
alongside the data between the sender and receiver. Instead, each
character (or byte) of data is framed with a "start bit" at the beginning
and one or more "stop bits" at the end. These bits provide the
necessary synchronization for the receiver to know when data begins
and ends, and to resynchronize its internal clock for each character.

2. Mechanism: Both the sender and receiver must be configured to the
same baud rate (bits per second). When a character is sent, the
transmitter first sends a start bit (typically a logic low), then the data
bits (LSB first), then an optional parity bit, and finally one or more stop
bits (logic high). The receiver detects the start bit, synchronizes its
clock, and samples the data bits at the correct intervals.

3. Features:

m  Simple Wiring: Typically uses 2-3 wires for basic
communication (Tx, Rx, Ground).

m Full-Duplex: Often supports simultaneous two-way
communication (one wire for transmit, one for receive).

m Basic Flow Control: Hardware flow control (RTS/CTS lines)
or software flow control (XON/XOFF characters) can be used
to prevent buffer overflows.



m RS-232: The electrical standard that defines the voltage levels
and connector types (e.g., 9-pin or 25-pin D-sub connectors)
for UART communication. It uses relatively high voltage swings
(+/- 3V to +/- 15V).

4. Use: Historically ubiquitous for modems, mice, older character-based

terminals, and connecting embedded systems to PCs for debugging
and configuration. Still widely used in industrial control, networking
equipment console ports, and microcontrollers due to its simplicity and
robust, long-distance capabilities.

o SPI (Serial Peripheral Interface):

1.

Concept: A synchronous, full-duplex serial communication interface
that primarily uses a master-slave architecture. A single "master”
device controls the communication (generates the clock), and multiple
"slave" devices respond to the master.

Mechanism: It typically uses four logical wires:

m  SCK (Serial Clock): Generated by the master and sent to all
slaves to synchronize data bits.

m  MOSI (Master Out, Slave In): Data line from the master to all
slaves.

m  MISO (Master In, Slave Out): Data line from the slave to the
master. Slaves' MISO lines are usually connected in parallel
via tri-state buffers, only one active when selected.

m SS/CS (Slave Select / Chip Select): A dedicated line from the
master to each slave. The master pulls one SS line low to
activate a specific slave, allowing multiple slaves to share the
same SCK, MOSI, and MISO lines.

Features:

m Full-Duplex: Master and slave can transmit and receive data
simultaneously.

m High Speed: Can operate at very high clock frequencies (tens
or hundreds of MHz), making it fast for chip-to-chip
communication.

m Simple Protocol: No complex addressing or collision
detection needed because the master directly controls all
communication.

Use: Extremely popular for chip-to-chip communication within a circuit
board or between microcontrollers and small peripherals. Examples
include connecting microcontrollers to flash memory chips,
EEPROMSs, SD card modules, digital-to-analog converters (DACs),
analog-to-digital converters (ADCs), and small LCDs.

o 12C (Inter-Integrated Circuit, pronounced "l-squared-C" or "lIC"):

1.

Concept: A two-wire (SDA for data, SCL for clock) synchronous serial
bus that supports multiple masters and multiple slaves on the same
bus. Each device on the bus has a unique 7-bit (or 10-bit) address.
Mechanism: Uses open-drain drivers with pull-up resistors, allowing
multiple devices to share the same two lines. Communication involves
a start condition, followed by the slave's address (with a read/write
bit), then data bytes. The master generates clock pulses on SCL, and



data is transferred on SDA. Includes built-in acknowledgment bits after
each byte. Includes collision detection and arbitration for multi-master
scenarios.
Features:
m  Two Wires: Highly pin-efficient for small microcontrollers.
m Multi-Master/Multi-Slave: Allows multiple devices to act as
masters (though only one at a time) and multiple slaves.
m Addressing: Each slave has a unique address, allowing the
master to selectively communicate with specific devices.
m  Moderate Speed: Typically operates at speeds ranging from
100 kHz (standard mode) to 5 MHz (ultra-fast mode).
Use: Very common in embedded systems and consumer electronics
for connecting low-speed peripherals: temperature sensors,
accelerometers, gyroscopes, real-time clocks (RTCs), small
OLED/LCD displays, touch screen controllers, and battery
management units.

o USB (Universal Serial Bus):

1.

Concept: A highly sophisticated, hot-pluggable, hierarchical (tree-like
topology) serial bus standard for connecting a vast array of external
peripherals to a host computer. It's designed to be truly "universal."
Mechanism: Operates in a host-centric (master-slave) model where a
single host controller (on the computer) initiates all communication
with connected devices. Devices are connected to the host directly or
via USB hubs. Communication is packet-based.

3. Features:

m  Hot-Plugging: Devices can be connected and disconnected
while the computer is running without needing to restart.

m Power Delivery: Provides electrical power to many low-power
devices, eliminating the need for separate power adapters.

m Hierarchical Topology: Uses USB hubs to expand the
number of available ports and create a tree structure.

m Device Classes: Defines standardized "device classes" (e.g.,
Human Interface Device - HID for keyboards/mice, Mass
Storage Class - MSC for flash drives/external HDDs, Audio,
Video, Communication Device Class - CDC). This allows a
single driver from the OS to support many different devices of
the same type.

m Multiple Data Transfer Types: Supports Control (for
configuration), Interrupt (for small, periodic data like keyboard
input), Bulk (for large, reliable data transfers like printing or
storage), and Isochronous (for real-time, time-sensitive data
like audio/video, even if it means some data loss).

m Speed Evolution: Has evolved through multiple versions,
each offering significant speed increases:

m USB 1.0/1.1 (Low-Speed: 1.5 Mbps, Full-Speed: 12
Mbps)

m USB 2.0 (High-Speed: 480 Mbps)

m USB 3.0/3.1 Gen 1 (SuperSpeed: 5 Gbps)



m USB 3.1 Gen 2 (SuperSpeed+: 10 Gbps)

m USB 3.2 Gen 2x2 (SuperSpeed+: 20 Gbps)

m  USB4/Thunderbolt (20-80 Gbps, also supports display
and power delivery)

m USB-C Connector: A reversible, universal connector
introduced with USB 3.1/3.2/USB4 that also supports alternate
modes (e.g., DisplayPort, Thunderbolt).

Use: The dominant external peripheral interface for virtually all
consumer computing devices, connecting keyboards, mice, printers,
scanners, external hard drives, flash drives, webcams, microphones,
speakers, smartphones, tablets, etc.

o SATA (Serial ATA - Serial Advanced Technology Attachment):

1.

Concept: A high-speed, serial interface standard specifically designed
for connecting mass storage devices (Hard Disk Drives - HDDs, Solid
State Drives - SSDs, Optical Drives like CD/DVD/Blu-ray) to the
computer's motherboard. It replaced the older parallel ATA (PATA or
IDE) standard.

Mechanism: Uses a point-to-point serial connection, meaning each
device has its own dedicated cable connected directly to the SATA
host controller on the motherboard. Data is transmitted serially at high
frequencies.

3. Features:

m Point-to-Point: Eliminates bus contention and termination
issues prevalent in parallel ATA.

m Hot-Plugging: Supports connecting/disconnecting devices
while the system is running (requires OS support).

m Thin Cables: Uses thin, flexible cables that improve airflow
inside the computer case.

m Native Command Queuing (NCQ): Allows the drive to
optimize the order of pending read/write commands, improving
performance, especially under heavy loads.

m Speed Evolution:

m SATA | (1.5 Gbps, 150 MB/s actual throughput)
m  SATA Il (3 Gbps, 300 MB/s actual throughput)
m  SATAlll (6 Gbps, 600 MB/s actual throughput)

4. Use: The nearly universal standard for internal storage connectivity in

desktop and laptop computers, connecting both traditional HDDs and
modern, much faster SSDs.

o Ethernet:

1.

Concept: A widely adopted family of computer networking
technologies primarily for Local Area Networks (LANs) and
increasingly for Metropolitan Area Networks (MANs) and even some
Wide Area Networks (WANSs). It defines both the physical layer
(cabling, signaling) and the data link layer (framing, addressing, error
detection) of the network communication model.

Mechanism: Typically uses twisted-pair copper cables (e.g., Catbe,
Cat6) or fiber optic cables. Data is transmitted in discrete units called
Ethernet frames (often referred to as packets at a higher layer). Each



frame includes source and destination MAC addresses (Media
Access Control, a unique hardware address for each network
interface), data, and a checksum for error detection. Access to the
shared medium (in older half-duplex Ethernet) is managed by
CSMA/CD (Carrier Sense Multiple Access with Collision Detection);
modern full-duplex Ethernet uses switched connections.

3. Features:

Packet-Based: Data is broken into frames for transmission.
MAC Addressing: Ensures data reaches the correct device
on the local network.
Scalable Speeds: Has evolved dramatically in speed:

m Fast Ethernet (100 Mbps)

m  Gigabit Ethernet (1 Gbps)

m 10 Gigabit Ethernet (10 Gbps)

m 40/100/200/400 Gigabit Ethernet (used in data centers

and backbones)

Reliable: Built-in error detection mechanisms.

4. Use: The dominant wired standard for connecting computers, servers,

network printers, and other devices within a local network. It forms the
foundation of internet connectivity for most wired devices.

Parallel Interfaces:
In parallel communication, multiple data bits (e.g., 8, 16, 32, 64) are transmitted
simultaneously over multiple dedicated wires. Historically, this offered speed
advantages due to sheer parallelism, but faced increasing challenges with timing
synchronization and signal integrity as clock speeds increased.

PCI (Peripheral Component Interconnect) / PCle (PCI Express):

1. PCI (Older Parallel Bus):

Concept: A popular shared parallel bus standard that
connected internal expansion cards (e.g., graphics cards,
sound cards, network cards) to the motherboard. It allowed for
32-bit or 64-bit data transfers over parallel lines at frequencies
up to 66 MHz.

Mechanism: Multiple devices shared the same set of parallel
data, address, and control lines. A complex arbitration
mechanism was needed to determine which device gained
control of the bus at any given time.

Disadvantages: Suffered from inherent limitations of parallel
buses at high frequencies: signal skew (bits arriving at slightly
different times), electromagnetic interference (EMI), and
contention among multiple devices sharing the same limited
bandwidth.

2. PCle (PCI Express - Current Serial Interface):

Concept: The direct successor to PCI, but despite its name,
PCle is a serial interface. It fundamentally changed the bus
architecture from a shared parallel bus to a high-speed,
point-to-point, full-duplex serial connection. It is the dominant
internal expansion bus in modern computers.



m  Mechanism: Data travels over dedicated "lanes." Each lane
consists of two differential signaling pairs (one for transmit, one
for receive), supporting full-duplex communication. Multiple
lanes can be combined (e.g., x1, x4, x8, x16) to provide
scalable bandwidth. A Root Complex (often integrated into the
CPU) connects the CPU and memory to a PCle Switch fabric,
which routes dedicated links to each peripheral.
Communication is packet-based.

m Features:

High Bandwidth: Achieves significantly higher
bandwidth than parallel PCI by avoiding signal skew
and electromagnetic interference, and scaling
bandwidth linearly with the number of lanes.
Point-to-Point Links: Eliminates bus contention as
each device has its own dedicated link to the switch or
root complex.

Scalability: Allows devices to negotiate the number of
lanes needed, providing flexible bandwidth allocation
(e.g., a high-end graphics card uses x16 lanes, a
network card might use x1 lane).

Full-Duplex: Each lane supports simultaneous sending
and receiving.

Hot-Plugging: Basic hot-plugging support (for some
slots/cards).

Generations: Has rapidly evolved through generations
(PCle Gen1, Gen2, Gen3, Gen4, Gen5, Gen6), each
doubling the bandwidth per lane. (e.g., PCle Gen5 x16
offers ~64 GB/s throughput).

3. Use: The indispensable backbone for high-performance internal
components in modern computers: graphics cards, NVMe Solid State
Drives (SSDs), high-speed network adapters, RAID controllers, and
other expansion cards.

o Parallel Port (LPT - Line Printer Terminal) (Historical):

1. Concept: An older standard designed primarily for connecting
printers, but also used for scanners and some early external drives. It
transmits 8 bits of data simultaneously over 8 parallel data lines.

2. Mechanism: Used a relatively simple handshake protocol. The
computer would assert a "Strobe" signal to indicate valid data, and the
printer would respond with a "Busy" signal while processing, then
"Acknowledge" when ready for the next byte.

3. Features:

m  Simplicity: Relatively easy to implement directly with basic
digital logic.

m Uni-directional/Bi-directional: Originally uni-directional (PC
to printer), later enhanced modes (EPP/ECP) allowed
bi-directional data transfer.



m Limited Speed and Distance: Prone to timing issues and
signal degradation over longer cable lengths, limiting its
maximum speed and distance.

4. Use: Largely rendered obsolete by the faster, more versatile, and

simpler-to-cable USB interface for consumer printers. Still occasionally
found on older industrial equipment or specialized embedded systems
for debugging or control.

Role of Device Drivers: Software Interfaces Between the Operating System and
Hardware Devices.

Even with the most sophisticated I/O controllers and standardized interfaces, the raw
interaction with 1/0O device registers (reading status bits, writing command codes,
initiating DMA transfers) is highly complex, device-specific, and typically requires
privileged access (kernel mode). This is where device drivers are absolutely critical.
Abstraction Layer: A device driver is a specialized piece of software (part of
or loaded by the operating system kernel) that acts as a translator and an
abstraction layer. It hides the intricate, low-level hardware details of a specific
device from the rest of the operating system and from application programs.
Functionality:

o

O

O

1.

Translates High-Level Requests: When an application (e.g., a web
browser) wants to display content, it doesn't directly manipulate the
graphics card's registers. Instead, it makes a high-level operating
system call (e.g., draw_pixel_at(x,y,color)). The OS then forwards this
request to the graphics card's device driver.

Manages Hardware Interaction: The device driver, and only the
driver, understands the specific I/O port addresses or
memory-mapped regions of its hardware, the precise bit patterns for
status/control registers, and the exact protocols (polling,
interrupt-driven, DMA) required to communicate with that hardware. It
translates the OS's generic request into the exact sequence of
low-level hardware manipulations (e.g., writing commands to the
control register, initiating a DMA transfer to move pixel data to the
graphics card's memory, setting up interrupt handlers for graphics card
events).

Handles Interrupts and DMA: Device drivers contain the Interrupt
Service Routines (ISRs) for their respective devices. When an
interrupt occurs, the OS dispatches control to the correct driver's ISR.
Similarly, for high-bandwidth transfers, the driver programs the DMA
Controller (DMAC) and manages the memory buffers involved in the
DMA operation.

Error Handling: Drivers are responsible for detecting and handling
hardware errors reported by the device controller, reporting them to
the OS, and sometimes attempting recovery.

Device-Specific Configuration: Drivers configure the hardware to
operate in specific modes (e.g., setting screen resolution for a display,
configuring network card speed and duplex mode).

Privileged Execution: Device drivers typically run in kernel mode (privileged
mode) because they need direct access to hardware and often manage
memory that is shared between the CPU and the 1/O device. This isolation



prevents malicious or buggy user applications from directly compromising
hardware or other parts of the system.

Importance: Device drivers are indispensable for the functionality, stability,
security, and compatibility of any modern computer system. They enable a
vast ecosystem of diverse hardware to seamlessly integrate and operate
under a unified operating system, providing a consistent interface for
applications regardless of the underlying hardware specifics.
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